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Instantmessengersarebecomingan increasinglypopularway to communicate.One

of themainreasonsfor this is thesimplicity of communicatingto manyusersat once.

Currently no implementation exists for a limited device phone.

This project aims to critically analyse current instant messenger protocol

implementationsin order to test the feasibility of a portableinstantmessengerclient

runningon a limited devicephone.This will enablea userto haveanonlinepresence

outside the use of a desktop PC on a relatively cheap device. 

The client will be a versionof a desktopPC instantmessengerrunningon a mobile

phoneover the internet. This project will utilise J2ME (JavaTwo Micro Edition)

technologyfor the programmingplatform, GPRS(GeneralPacketRadio Service)

technologyfor communicationacrossthe internet and MD5 (MessageDigest 5)

technology for encryption when needed.

The most efficient protocol for this project was found to be MSN.

This project hasproventhat an online presenceusing limited devicemobile phone

instantmessagingis possibleoverGPRSwirelessinternettechnologyusinga desktop

PC instant messaging protocol. 
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AOL America On Line

ASCII American Standard Code for Information Interchange

CLDC Connected Limited Device Configuration

CPU Central Processing Unit

GPRS General Packet Radio Service

GTP GPRS Tunnelling Protocol

IETF Internet Engineering Task Force

IM Instant Messaging

IMPP Instant Messaging and Presence Protocol

IP Internet Protocol

J2ME Java Two Micro Edition

MD5 Message Digest 5

MIDlet Mobile Information Device Application

MIDP Mobile Information Device Profile

MIME Multipurpose Internet Mail Extensions

PC Personal Computer

PRIM Presence and Instant Messaging

RFC Request For Comments

SIMPLE SIP for Instant Messaging and Presence Leveraging Extensions

SIP Session Initiation Protocol

UML Unified Modelling Language
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The purpose of this report is to investigate online presencewithin a wireless

environment. This will involve critically comparing current instant messenger

protocols and implementations,analysing the capabilitiesof a J2ME compatible

phoneandcreationof an instantmessengerapplicationto run on a J2ME phoneover

GPRS wireless IP technology in order to test its feasibility. 

The implementedprotocolwill be the onethat bestfits the criteria after the analysis

andevaluationof currentprotocolshasbeencompleted.Thesetermswill be further

described in this section.
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Instant messagingrefers to near real-time passingof messagesbackwardsand

forwardsfrom onecomputerto anotherover a networkto createthe look andfeel of

an interactive conversation. The passing of messages may be to one person or more.

Instantmessengershavea 'buddylist', this is a list of friendson theinstantmessenger

client andis usuallystoredon a centralserver.Each'buddy'on the list hasan online

statuswhich is updatedas the statusof the buddy is. For example,on the list there

will be offline users, online users, away users and busy users etc.

There are four main leadersin instant messengerprotocols, these are Windows

Messenger(MSN), Mirabillis/AOL ICQ, Yahoo Messengerand AOL Instant

Messenger.[MSN-03][AIM-03] [ICQ-03][YAHOO-03]

Thereare many more messengersbut theseare the most popularand most widely

used.ICQ is statedto havea userbaseof 116million. Microsoft InstantMessengeris

bundled with Internet Explorer and all versions of current Microsoft operating

systems, therefore the user base for this messenger is becoming increasingly large. 

Instant messaging will be referred to as IM from now on.
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Currently IM clients run on a computerconnectedto the Internet using IPV4 to

communicate. Different clients cannot intercommunicate.For example MSN

Messengerintercommunicatingwith Yahoo messengeris not possible. This is

becausedifferent messengershave defined different protocols.ThereforeeachIM

client uses a different implementation to achieve the same goal.

CurrentIM implementationsfor the PC presentthe userwith an online presence,an

internet statusdefining whether the user is free for contact or not. This online

presencecan take different statuses.For example,“Away”, “Dinner”, “Just stepped

out” etc. The IETF (Internet EngineeringTask Force) are currently looking into

standardisedPresenceand IM (PRIM), SessionInitiation Protocol(SIP) andInstant

Messaging and Presence Protocol (IMPP).[IMPP-03][PRIM-01][SIMPLE-03]

The IETF is moving to makedifferent IM systemswork together,standardsfor IM

protocolsarestartingto finalise.Currentlyindividual company©sIM applicationsuse

a companyspecificprotocol that they havedefined.Quite often theseprotocolsare

undocumented.

SIP,SessionInitiation Protocol,is usedto keeptrackof internetpresenceandbuddy

lists, for exampleto notify a userwhen one of his friends comesonline. Recently

peoplehavebeenlooking into extendingthe SIP to transfermessages.PRIM helps

keep track of users. [rfc3428-02] 

PRIM, PresenceandInstantMessaging,thereis a working groupfor thedevelopment

of PRIM. "The purposeof this working group is to producea set of protocolsfor

Presence and Instant Messaging services" [PRIM-01]

MSN messengerinitially providedfunctionality to allow its usersto talk to AOL IM

users,AOL soonput a stopto this andblockedincomingMSN instantmessagesto

their users. Interoperability seems like it could be difficult to achieve.

Currently, thesestandardsare being developedand are not in useby many of the
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major IM clients.

However,Microsoft hasbeeninvolved with the IETF and other companiesto help

createa standardfor IM. Microsoft haspublishedtheinitial MSN Messengerprotocol

asa reference,which makesit easyfor otherIM servicesto communicatewith MSN

Messenger service.

AOL IM has also been heavily involved in the furthering of IM technologies.

ªWe haveparticipatedin industrydiscussionsthroughtheIETF abouthow to achieve

thegoal of interoperabilityamonginstantmessagingnetworks.At thesametime, we

haveresistedefforts by our competitorsto imposea "quick fix" systemthat would

jeopardizeour members©privacy and security. Both of thesedecisionshave been

guidedby two bedrockcommitments:To provide consumerswith a secure,private,

andconvenientonline experience;andto help build a mediumwe can all be proud

of.º [AOL-OPENIM-03]

It seemsthat for interoperabilityaspreviouslyspokenaboutby AOL, thereneedsto

be major changesin all the protocols to adopt a more standardisedand widely

accepted approach without compromising security.
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"GeneralPacketRadio Service(GPRS)enablednetworksoffer ©always-on©,higher

capacity, internet-based content and packet-based data services." [GSMWORLD-03]

This packet-basedservice allows for enough bandwidth for e-mail, multimedia

messagesandin this caseIM. Themostimportantfeaturefor this projectis alwayson

wirelessIP, enablingthis project to give an onlinepresenceto the userwhereverthe

mobile device may be.

GPRSenablesthe useof TCP/IPover IPV4. GPRShas1 IP addressper connected

subscriber and is allocated when the connection is requested.[CELLNET-00]
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GPRS uses GTP, GPRS Tunnelling Protocol, for tunnelling data and signalling

betweenGSNs,GPRSSupportNodes,on thenetwork.This topic is really out of the

scopeof this project,all that needsto be understoodis the simplestconceptof the

functions GPRS provides, being used as a layer to communicate with the internet.
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J2ME (Java Two Micro Edition) is a scaled down version of Java specifically made

for small consumer devices. It enables a portable programmable environment for

small devices. J2ME defines a series of Java virtual machines each for a different

device. A group of APIs that can run under the virtual machines, known as

configurations or profiles, tools for deployment and device configurations.

Connected Limited Device Configuration, CLDC, is designed

for devices with intermittent network connections, small

amounts of memory and slow processors. Typically made for

PDA©s and mobile phones, a common profile for such a device

as quoted by SUN Microsystems is "either a 16 or 32 bit

processor with a minimum of 128KB to 512KB of memory

available for the Java platform implementation and associated applications."[SUN-03]

MIDP - Mobile Information Device Profile this contains classes for user interface,

storage and networking. 

Putting together the device, the profiles, the configurations and a virtual machine a

fully programmable mobile networked device is created. Network traffic will be sent

and received through the handset / device over GPRS.

½x¾ÔÓ ËÖÕ×Ó

MD5 is the encryption routine used by many messengersto encrypt data before

sendingto makesureit is secure.A goodexampleof this is whenthe IM client logs

into the server, the passwordwill be sent encryptedwith MD5 and the servers

response will also be encrypted to ensure data privacy. 
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"The MD5 algorithm takesas input a messageof arbitrary length and producesas

output a 128-bit "fingerprint" or "messagedigest" of the input. " As quotedin the

MD5 RFC.[MD5-92]

MD5 is a widely acceptedtechnologyand is used in secureinternet applications

across the world.
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By fusing together these technologies, IM, mobile IP, mobile programming and MD5

encryption it will be possible to create a mobile phone IM client which runs the same

protocol as a current implementation of a PC IM client. 

Technically it will be an ªInstant Messenger MIDlet running on a Java Two Micro

Edition runtime phone over General Packet Radio Serviceº. 

MIDlet stands for a Mobile Information Device Application.

The bulk of the project work will be the implementation of the proposed protocol in

Java to create an application for a J2ME mobile phone.

ØxÙ•ì#í(îHëSÝ@â äAâžè�á�Ý@â@ã�Ü

The main reasonfor integrationof the fore mentionedtechnologiesis mobile online

presence.Any userloggedinto an IM servicehasan ©onlinepresence©,this presence

allows anyuserwantingto contactanotheruserto know their statusbeforeinitiating

contact.

This maysoundtrivial but it allowsfor a userspresenceto beknownprior to contact,

for exampleif your presencewas,set to "Away: Meeting", thena personwantingto

contactyou would eitherwait until you werebackat your IM client beforeinitiating

contactor senda messageanyway,using it as an answeringserviceknowing you

would get the message when you came back. 
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IM clientsautomaticallychangethepresencewhenthekeyboardor computerhasnot

beenusedfor a setamountof time. This is usuallyknown asbeing©idle©.This is an

example of automatically updating your online presence.

By giving your mobile devicean online presence,the momentyou stepoutsidethe

useof a computer,your online presencefollows you, allowing for cheapeffective

take anywhere communication.

Instant messagingis a near real time messagepassingservice, seeming like a

conversation.This givesthe userof the IM client the ability to do morethansimply

talking to oneperson.For exampletheusercouldbe typing to anotheruseron theIM

client while also conversing in real life.

This is whereIM hugelybenefitsover voice calls.For example,aswell ashavinga

conversationwith your friend in Derby you could be talking to three other people

acrosstheworld andalsowriting up your reportfor your final yearproject.Generally

it allows for more efficient human multi-tasking.

Beingableto talk to manypeopleat oncefrom aroundtheworld hasobviousbenefits,

but a main one is cost.The cost of bandwidthover GPRSand the internet is very

cheap these days, after all IM clients use very little bandwidth. 

A mobile IM client will be more effective than current SMS messaging and will be far

cheaper.A typical costfor half a megabyteof GPRSdatain Jan2003is £5, this might

sounda lot, but will be comingdown asGPRSbecomesmorecommon.Justbefore

publication of this project I receiveda letter from my mobile network provider

informing me that my tariff for GPRShas changedfrom half a megabyteto two

megabytesfor a poundless.This amountof bandwidthis all that is neededfor an IM

client. IM will allow for a more interactive conversation than SMS.

Recentlyit hasbeennotedthat SMS messagingis becomingunreliable.A studyby

Keynotein the USA of the major providers,showedthat 7.5% of the messagessent

werelost. To beconsidered©lost©themessagehadto bedelayedby 120seconds.The
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study was conducted for two weeks and 26,000 messages were sent.[KEYNOTE-03] 

Commercially,portable IM clients would allow for easy communicationbetween

employees.It would not be usedasthe only form of communication,but would be a

useful communication tool.

A goodreal life exampleof IM technologybeingusedtodayis in theUS Navy.After

the eventsof Septemberthe 11th 2001,the bombingof the pentagondestroyedmany

officesof someof the top US Navy officials. Without an office manyofficials found

themselveswithout accessto the Navy©ssecure telecommunicationnetwork. A

company was brought in to produce a secure IM application for the Navy to

temporarily use.[IEEEIM-02]

Currently thereare300 US Navy shipsat seain the Atlantic connectedvia a secure

IM service. [IEEEIM-02]
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Given the backgroundI feel this projectwill be useful in enablingthe technologies

outlined to be implemented on existing devices.

Thecontributionsmadeby this projectin thefield of mobileprogrammingandinstant

messaging are as follows:

þ Class structure of  J2ME IM client
þ First implementationof limited devicemobile GPRSIM MIDlet with commented

source code
þ Overridden default garbagecollection to increasefree memory for dynamic

allocation
þ Comparativeevaluationof current IM clients, including breakdownof network

byte usage
þ Diagrammatic explanation of chosen protocol connections
þ Full UML for each class file
þ Model of implementation – Figure 1

ïxðyÿ ��ùSö�������ø��4ö
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The main goal for this project is to prove that interoperabilitybetweendifferent

technologies is possible.

Other goals for this project include:

þ Documentation of chosen protocol
þ Implementationof a working IM client for a chosenmobilephone,not justa phone

emulator
þ Efficient working model
þ Thorough critical analysis of current IM protocols
þ Prove IM on a small cheap limited device is possible
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In this sectionI havebeenanalysingthe advantagesand disadvantagesof the four

main IM clientsspecifiedearlier.I havelookedat protocolimplementations,features

relevantto the project,bandwidthconsumptionandpacketanalysis.The final choice

is the IM client I decide to implement for a J2ME phone.
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I havebeenanalysingthe amountof networkbandwidthconsumedin the processof

logging into the IM servicesandwithin the processof sendingmessages.I captured

the data using ethereal for Linux. [ETH-03]

To makethe testsstandardised,eachIM accounthad the sameamountof userson

their buddy lists and each message sent contained the same message.

]_^a`cbed�fagPhjik`l^nmporqts iYuwvxu

The graphplots the resultsof networkbyte consumptionusedfor logging in andfor

sending a single message separated into overhead and payload.

 

The network byte results show quite clearly that AIM messengerusesthe most
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Figure 2 Graph of network bytes for logging into the IM service and for sending a message
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amount of bytes for logging in, both in overheadand payload and that Yahoo

messengerusesthe least.HoweverICQ messengerusesthe mostbytesfor sendinga

message and Yahoo the least.
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To measure network efficiency I plotted:

Network byte consumption
Packets used for logging in and for sending a message

ThegraphshowsthatAIM is themostefficient for the loggingin processandICQ is

most efficient for sending messages. MSN seems to be the least efficient.

HoweverMSN doesnot sendmuchdatafor loggingin, thedatait sendsis alsoa very

activeconversationbetweentheclient andtheserver.Thereforeeachpacketdoesnot

containmuchdata.WhereasAIM andICQ makeup thereown efficiencyby receiving

largeamountsof dataafter the userhasbeenauthenticated.This extrainformationis

specific to the client, such as stocks and shares forecasts.

| Page 10 |

Figure 3 Graph of network efficiency, network byte consumption / packet consumption,

the higher the better
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Network byte consumptionis going to be quitea considerablefactor in the selection

of anIM protocol.AIM messengermight havea smallmessagesendingfootprint,but

the logging in processconsumesa little too much network data for this project.

Analysingthedatapacketsfurthershowsthis is dueto the extradatasentto theuser

whenlogging in, suchasstocksandshareforecasts,weatherreportsetc.This leadsto

the opinion that AIM messenger would not be a viable option.

On closerinspectionof ICQ messengersdatapacketstheextralogging in datais also

concerned with extra data about the user.

Currently Yahoo messenger seems to be the most viable option, followed by MSN.

ICQ and AIM consumea little too much network data to be a viable option with

wireless IP as it stands in February 2003.
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This sectionlooks further into the protocol implementationsinvolved with the four

IM clients. I have analysedpacketsusing Etherealand have also useddocuments

relating to protocol specifications. [ETH-03]

For each of the protocols I have been looking at three specific properties. These are
þ Is it a binary or ASCII protocol?
þ Is a server used for sending messages or is it direct IP based?
þ Does a user need to be on your contact list / buddy list to be contacted?

Thereasonsfor askingthesequestionswill beansweredin thecritical analysisof the

protocols shortly to come.

¥ÃÂ�Ä1¥(Å‡ÆÇÆÈŸÉ˜�˜BŸ‡’�ÊGŸ‡¢

AIM is an ASCII basedprotocol that sendsmessagesto other clients over a main

server.A user doesnot needto be on your contact list to be contacted.[PROT-

AOL-98]
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MSN is an ASCII basedprotocol that sendsmessagesover a switchboardserver

which bothuserswantingto talk needto connectto. A userhasto beon your contact

list to be contacted. [PROT-MSN-99]

Õ×ÖGØÙËÃÏÑÐ‡ÐŽÏ‡Ò�ÓGÏ‡Ô

ICQ is a binarybasedprotocolthatsendsmessagesdirectlyoverIP basedconnections

unlessusersareoffline or invisible thena serveris used. A userdoesnot needto be

on your contact list to be contacted. [PROT-ICQ-99]

ÚÜÛ'ÝnÞ�Þ=ËÈÏÑÐ‡ÐBÏ�Ò�ÓGÏwÔ

Yahoois a binary basedprotocol that sendsmessagesover a serverto users.A user

does not need to be on your contact list to be contacted. [PROT-YAH-03]
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ASCII or text protocolsallow for a universalformat as they areeasyfor humansto

read and create without the need for tools.

Themain justification for usinga binaryprotocolis whenthe datareally needsto be

packed so tightly that being able to easily read the structure no longer matters.

In generalusinga text or ASCII protocolis far easierandwill cut developmenttime

in debugging and coding by a large degree.
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Theimportanceof thesethreecharacteristicsbetweeneachprotocolis vital to a good

implementation of an IM protocol. 

ASCII protocols are easier for the programmer to debug, create and maintain.

Usinga serverto sendmessagesto eachuseris essential,asit hidesdetailsaboutthe

client. Most importantly it hides the IP addressof the user to be contacted.This

ensuresprivacy for the usersandhelpsmaintainsecurityof the connecteddeviceor
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computer.In a commercialsituation it helpsto removethe problemof insecurities

brought forward by using IM clients in the business environment.

Only allowing a user to contactanotheruser if they havebeenauthorisedon both

userscontactlists or buddylists is alsoessentialfor this project.Most importantly it

protects against spammers, of recent, companies / individuals have been

implementingthe ICQ protocol to massspamuserson theserviceto advertisea site

or a product.This would be uselessfor a J2ME IM client asa greatdealof network

bandwidth would be wasted on unsolicited messages.

Thereforetheonly messengerprotocolwith all thesefeaturesis theMSN protocol.As

bandwidth consumptionis a tight constraint and receiving unsolicited messages

would be a potential wasteof network bytes, MSN is the messengerprotocol of

implementation choice.

Reiterating the main points, MSN IM client has proven to be one of the least

consumingnetwork byte implementations,it helpspreventnetworkbyte lossby not

allowing receptionof unsolicitedmessages,securityis improvedby not publishingIP

addressesand finally it uses an ASCII protocol making implementation and

debugging easier.
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This sectionlooks deeperinto the MSN messengerprotocolandanalysesthe inside

workings ready for the design and implementation stages.

Using Etherealfor Linux, documentationof the MSN protocol found on the internet

andthe initial specificationpublishedby Microsoft, documentingthe MSN protocol

has been possible. [PROT-MSN-99]
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The MSN protocol connects through port 1863.
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There are three types of servers associated with the MSN protocol:
þ Dispatch server
þ Notification server
þ Switchboard server

Thedispatchserveris the initial serverthat is connectedto in the processof logging

into the IM service.This serverhandlesthe client protocolversionandpointsin the

direction of the next server(Notification server)in the processof connectingwith

respect to server load.

The notification server is the main point of contact for the duration the client is logged

into the IM service.This server dealswith the logging in process,validatesuser

details,makessurepasswordsarecorrect,issueschallenges,changesonlinestatusand

handlesrequeststo talk to otherusers.Whena the userwantsto talk to anotheruser

detailsof the userto be spokento aresentto thenotification server,the notification

serverthen initiatesa switchboardsessionbetweenthe userto be spokento and the

logged in user.

Theswitchboardserveris the point of communicationbetweenoneuserandanother,

| Page 14 |



it allowsaninteractiveconversationto beheld.Theswitchboardserveris a goodidea

as it doesnot give client detailsaway suchas IP addresses.Thereforesecuringthe

environmentfor chatting. In a senseit createsa securechannelfrom one user to

another.

-�./- 021
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I derived this diagram from a study of MSN specification and actual operation.
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As stated before the MSN protocol is an ASCII based one.

E.g.

VER 0 MSNP7 MSNP6 MSNP5 MSNP4 CVR0 CRLF

VER is a 3 charactermessageidentifier involved with communicationbetweenthe

client andtheserver.In this caseVER definesthe protocolversionswhich the client

can communicate.Thereare many different 3 charactercommands,that define the

type of action to be taken.

0 is a numberthat is usedto syncmessagesfrom the client with messageswith the

server.Every time a messageis receivedor sentthe numberis incrementedon the

serverand on the client. Thereforealwaysstaying in sync. E.g. The next message
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Figure 4 Diagram showing MSN protocol interconnections
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would be 1..2..3..etc.

MSNP7MSNP6MSNP5MSNP4CVR0 aretheargumentsto VER, eachargumentis

separated with a white space.

CRLF (Character return followed by Line feed) is the parameter which specifies the

end of the message.

As white spaces are used as to specify a new argument, when one single argument has

many white spaces inside it, the white spaces have to be replaced by standard URL

encoding, therefore becoming %20.

E.g. 

Thomas Barker   =>  Thomas%20Barker

( two arguments) =>  (single argument)

R�SUT VXW�YMZ)[�\*]�^_\!W)`aY b�YM\!c

The unique identifier for eachuseron the MSN network is an email address,this

addressis gainedthrough the Hotmail or MSN registrationprocess.Consistingof

eitherusername@hotmail.comor username@msn.com, whereusernameis thename

decidedupon during registration.This addresscannotbe changedwithout havinga

new account.

This email addressis usedwhen contactinganotheruser,logging onto the network

etc. Although this in theory is your usernamethere is also a usernameparameter

storedwith your account,this allows you to specify a infinitely changeable©handle©

for your account.This ©handle©is what otheruserswill seewhenthey talk to you or

seeyou online, howeverthe email addresswill still be usedinside the protocol as

your main identification.

R�Sed fLg!h�ikj*lmgonpg

Userlist managementis doneon the client side,the userlist is initially retrievedon

logging in, thenchangesto the userlist aresentfrom the notification serveras they

arereceived.TheMSN protocolalsoimplementsallow lists andblock lists, allowing
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control over who can talk to you and who can see your online status.

q�res tvuxw!yzu|{�}�{m~_u

At any point once the user is logged on and authenticatedthe user statuscan be

changed. Valid statuses are:
þ NLN – Client comes online

þ BSY – Busy state
þ IDL – Idle state, this is an automatic state set by the client 
þ BRB – Be right back state
þ AWY – Away state
þ PHN – On the phone state
þ LUN – Out to lunch state

þ FLN – Client goes offline
þ HDN – Maketheclient invisible, client cannotreceive/ sendmessagesbut cansee

other user statuses.

q�r�• €•~5{>‚ƒwo„){�…M†N}5{�…�‡�„

As statedbefore MD5 is usedin the MSN protocol, it is used to ensureprivacy

between the client and the server when confidential messages are sent and received. In

particular it is used when verifying the password for authentication of the username.

Without MD5 encryptionbeingusedfor the log in processthepasswordwould have

to be sent in plain text, which would meanthat anyonecould ©sniff©the password

straight off the network connection.

q�r�ˆ ‰,„_u|{�})„5{�Š‹w'u#uF}�Œ•w*Ž•{�yx~_†�{m~5y�w

MSG 6 N 150\r\nMIME-Version: 1.0\r\nContent-Type: text/plain;

charset=UTF-8\r\nXMMS-IM-Format: FN=Microsoft%20Sans%20Serif; EF=;

CO=8000; CS=0; PF=22\r\n\r\nanother test :D

The argumentsto this messageare the important parts, N specifies the type of

acknowledgementsrequiredof themessage.As canbe clearly seenthereareheaders

to tell the MIME type (MultipurposeInternetMail Extensions),the type of content

andthecharacterencodingstandard.©XMMS-IM-FORMAT©is usedto definethatthis
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is an instantmessage.Theparametersthat follow areto do with the look andstyleof

the message,such as font name,font colour, style (bold,italic etc) and point size.

Finally comes the actual content of the message, ªanother test :Dº.

•�‘�’J“‹”2•—–5˜*™Xš/›Hœž•:Ÿ*œ� � —¡a¢o £¡a¢L¤2œ�¢�¥$›!¦�§F–�¨�¡�œ�¢

Hereis an exampleof theprotocol in action,it wasattainedby packetloggingMSN

messenger. [ETH-03]

Green >> represents information being sent to the server 

Red << represents information being received from the server 

>> VER 0 MSNP7 MSNP6 MSNP5 MSNP4 CVRO

<< VER 0 MSNP7 MSNP6 MSNP5 MSNP4

Supported protocol versions are sent to dispatch server, server replies with supported

versions.

>> INF 1

<< INF 1 MD5

Client asks for security package information, server replies with MD5 as the security

package.

>> USR 2   MD5  I   thomasbarker@hotmail.com

<< XFR 2   NS 64.4.13.55:1863   0

Client now sends email address, server will check to see if relevant information for

the next stage is available on the server. In this case it is and the client is transferred to

the NS (notification server) listed in the argument. The client must now connect to IP

address 64.4.13.55 on port 1863.

>> VER 3 MSNP7 MSNP6 MSNP5 MSNP4 CVRO 

<< VER 3 MSNP7 MSNP6 MSNP5 MSNP4  

>> INF   4  

<< INF   4   MD5 

Same login process as before but this time on the notification server.

>> USR  5   MD5 I thomasbarker@hotmail.com

<< USR 5   MD5  S 1044812765.14800

Client sends email address, server responds with a unique MD5 hash, the server is

asking for the password for this account.

>> USR 6 MD5 S f8d26b967cda13d3e394010fefd6d51c

<< USR 6 OK thomasbarker@hotmail.com Tomas

Client sends the previous hash (1044812765.14800) + the password in MD5
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encryption form. E.g. if password was ©2600©, ©1044812765.148002600© would be sent

through the MD5 processor to give ©f8d26b967cda13d3e394010fefd6d51c©. If the

password is correct the server replies with OK, the email address and the last saved

username. At this point the server sends a lot of general information such as age,

emails in inbox etc.

>> CHG 7 NLN

<< CHG 7 NLN

Client requests to come online, server acknowledges online status

<< ILN 7 NLN jimbobcundiff@hotmail.com JimBob

<< ILN 7 AWY JaneCundiff@msn.com Jane

Server sends details of user statuses of friends on the buddy list, for example JimBob

in online, Jane is away.

At this point the client is logged into the MSN service and is online. If the client

wanted to send a message to a friend, the client would talk to the notification server

and request a switchboard session with the user.

©�ª�«
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As statedearlier,beforemessagescanbesentto anotheruseranagreedconnectionto

the switchboard server is required. Example conversation of user talking with client:

Green >> represents information being sent to the server 

Red << represents information being received from the server 

<< RNG 1234567 64.4.13.73:1863 CKI 57413165.10448120

anotheruser@hotmail.com Handle

The user wanting to connect to the client has sent a request to the notification server,

the notification server sends this message to the client. ©1234567© is the switchboard

ID used when connecting to the switchboard, the next argument is the IP address and

port of the switchboard server. ©CKI© specifies that the next argument is a hash, there

is then the email address and handle of the user requesting a session.

>> ANS 1 majorprojecttime@hotmail.com 57413165.10448120 1234567

Theclient replieswith theclientsemailaddress,thehashpreviouslyreceivedandthe

switchboard ID previously received.
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<< IRO 1 1 1 anotheruser@hotmail.com usershandle

<< ANS 1 OK

The switchboardserverrepliesto say this useris availableand that everythingis in

place and ready for communication between the user and the client.

Messagesare now sent and receivedusing the previouslydefined instant message

structure in section 3.9.

Â�Ã�Ä�Å ÆXÇ)È)É�Ê—ËaÉoÊÍÌÎÉ5ÏMËaÉ�Ð*Ñ•Ò�È5ÒmÓ•Ô

Once logged in, to change online status is a simple procedure.

The client sendsthe CHG (changestatus)commandwith the new statusBSY. The

notification server then replies to confirm.

 

>> CHG 7 BSY

<< CHG 7 BSY

Where BSY is the new status to be changedto and 7 is the unique transaction

identifier. As specifiedearlier BSY could be any of the 3 characteronline statuses

shown in section 3.7.
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A challengeis a requestfrom thenotificationserverto reply to a messagesentto the

client within a certainamountof time to confirm the client is the correctuser.The

notification serversendsa stringwhich mustbe MD5 encryptedandsentbackto the

notificationserver.If correcttheserverreplieswith QRY andtheclient is allowedto

stayconnected,if not repliedto or incorrectanOUT messageis sentandtheclient is

disconnected.

E.g.

<< CHL 0 16172130581968921333

>> QRY 10 msmsgs@msnmsgr.com 32

8d2d5d91b77102bd48557e9fc9020d6e  

<< QRY 10
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Fromthe informationgatheredabouttheMSN protocolit is now feasibleto write an

application conforming to the protocol.

To test the feasibility of having an MSN messengerprogramon a CLDC/MIDP

limited devicephoneI will implementanapplicationthatwill becapableof doingthe

following:ú

Log into the MSN service and stay connected
ú

Correctly respond to challenges
ú

Send and receive messages
ú

Change online status

Creationof a fully working application that would be 100% user functional in a

commercial sense would be out of the scope of this project. 

Althoughmostof thebackgroundcodewill be createdin this project,ironing out the

bugsthat makean applicationstableandusableandcreationof a intuitive graphical

user interface would take longer than is required of this project. After all, the hard part

of thecreationof a MSN messengerfor a J2MEdeviceis thecreationof theprotocol

conformance, not the hours of fiddling about with GUI components in a Java file.

The main tools to be used throughout the development life cycle are:

Sun One Studio 4 Mobile Edition

This is a freeJavaintegrateddevelopmentenvironmentcreatedby SunMicrosystems

specifically aimed at developing mobile application MIDlets. [SUN-03]

Siemens Mobility Toolkit 

This is a version of Sun©sCLDC and MIDP with added extensionsbuilt on

specificallyfor theSiemensMT50. I choseto developmy applicationfor theSiemens

MT50 as it is a cheapGPRS J2ME phoneand is a phoneI currently own. The

implementedapplicationshould not be reliable on the Siemensextensionsand in
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theory should work on any J2ME phone.

Thetoolkit alsocomeswith a MT50 emulator,soI cantestthecodeon a desktopPC

before transferring it onto my phone. [SIEMENS-03]
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With the use of UML I have specifiedthe interactionwithin the systemand the

classesthatarerequired.UML sequencediagramshavebeenusedto showthe login

process and the process of talking to another user.

The class hierarchy is structured as follows:

�������

Main GUI class, will also start the application running by calling the methods

required inside of connection.

�������! ��#"�$%���

Classconcernedwith all operationsbetweenthe dispatchserverandthe notification

server.

&�'( *)�+,$-'."0/ &�'( *)

Classes concerned with the creation and maintenance of the buddy list.

1324/ 132657/ 13298

Encryption classes, used to encrypt hashes received from the notification server.

13 :'�'<;:=� #'

Simple class to deal with the protocol messaging format.
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Class to handleall operationsbetweenthe switchboardserver and the other user

connected.

OQP*R SHTVUXWLYZW[UX\^]V_a`�_*]�bcbedgfihkj	W<]Hl�m6]on�b

DetailedUML diagramsfor the implementedclassesareincludedin theappendixof

this documentasthey would consumetoo manypages,the diagramscontainall the

attributes and operations required to function correctly.

OQP.p qsr�tX\VruTovJrwUXW<]Hl�m6]on�b

To give a better insight into how the client is to login to the MSN serviceI have

createda sequencediagramshowing the interactivity betweenall the classes.This

gives a clear structure of the code.

From this diagramit canbe seenthat the connectionthreadis startedby the default

constructor and continues to run creating the rest of the required data structure.
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Figure 6 UML sequence diagram to show the process of logging into the MSN service



To show the processof receiving a requestfrom anotheruser for a switchboard

session request, I have modelled the conservation in UML:

Fromthis diagramit canbeseenthattheconnectionthreadis calling theuserclassto

createa switchboardfor thecalling user.This switchboardis thenstartedanda thread

is createdto handle communicationbetweenthe switchboardand the user. The

importanceof this dynamicthreadcreationmeansthatall otherconversationscanstill

be happening,for examplethe main notification servercommunicationandperhaps

another switchboard session with another user are still running.
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With the design of the application in mind, the system should cohere to the following:

ú

Efficient use of phone resources
ú

Rejectinformationthat theimplementationcannotsupportsuchasfile sendingand

video callsú

Ability to run on hardwaredeviceutilising GPRSandphoneemulatorrunningon

PC using internet connection to simulate GPRSú

The code shall not be bigger than 30 kilobytes, as some J2ME phone

implementations do not allow code over 30 kilobytes to be runú

Achieve all functions specified earlier
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This section describesthe individual class files which make up the J2ME MSN

MessengerMIDlet. Problemsencounteredin the developmentlife cycle will be

explained later in this chapter.

Thechosenprogramminglanguagefor thisprojectis theonly onepossible,Java.This

allows for creation of an application that will run on any J2ME enabled mobile phone.

›�œ(• ž�Ÿ* �¡c¡4¢š£¤Ÿ.¥§¦¨¥H¡�©cª�£ «�¬L£�­¯®�¡
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extends MIDlet implements CommandListener

TMSN is the main classand containsthe main methodsfor creationof the simple

debuggingGUI. It holdsaninstanceof theuserlist andcreatesa simplemenufor the

GUI along with a text box for all network connection output to be shown. 

Theclasscreatesthepushneededfor the loggingin processto begin,it createsa new

instance of the connection class, which itself createsa new thread to handle

communication between the despatch server and the notification server. The

importanceof creatinga new threadfor the connectionclassmeansthat the GUI is

still responsivewhile the connectionbetweenthe notification serverexists.Parallel

threadsare used throughoutthis project to enableall the different parts to work

independently.

connection connect;

...

connect = new connection(" messenger.hotmail.com :1863")

Theselines of codecall the previouslyinstantiatedconnectionandstart the process

runningby passingit therequirednameof theservicefollowed by theport to connect

to.
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implements Runnable

All communicationbetweenthedispatchserverandthenotificationserveris handled

by the connection class, it is run from within the thread method run().

This classparsesall incomingdatafrom the networksocketstreamInputStream.It

createsthe appropriatereply and talks back to the notification server or dispatch

server using the network socket stream OutputStream.

Connectionis also responsiblefor calling the hash() function of the MD5 routines

and for creating the appropriatedata structureswhen a user wants a switchboard

session.

ÔºÕ¯Ì·ËEÊEÖH×JÆLÎ�Ø*Ù,ÅoÍCÎJÏ*ÏºÐÚÏ.Õ¯ÌCËEÊ�ÖH×…ÆLÎÄØ*ÙcÑ
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implements Runnable

The switchboardclass handlesall aspectsof connectionsbetweena switchboard

server and another user.

A switchboardis dynamicallycreatedwhena userrequestsa sessionwith the client,

or when the client requests a session with a user.

Eachswitchboardsessioncreatedhasa separatethreadto run on, by havingparallel

threads many different users can simultaneously talk and communicate.

ÛaÏ<É.Ø^ÅoÍ·Î…Ï�ÏºÐeÜ�Ï(É*Ø�Ñ
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The userclassstoresdetailsabouteachuserandcontainsappropriatemethodsto set

and get details.

ÛaÏ<É.Ø�Í·Ì-Ï<ËQÅoÍCÎJÏ*ÏºÐ7ÜÄÏ<É.Ø�ÝÞÌ-Ï<Ë%Ñ
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The userList class stores details about users, storing them in an array of the user class.
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Messagescontains the appropriateinteger constantsfor the 3 charactermessage

identifier. For example, 

VER would be 9372

Thenumberis calculatedby gettingthe integervalueof the letterV thenmultiplying

it by 100,gettingtheintegervaluefor E thenmultiplying it by 10, gettingthe integer

value for R and multiplying it by 1, then adding the 3 numbers together.

Therefore, 

86 x 100 = 8600

69 x 10   = 690

82 x 1     = 82

8600 + 690 + 82 = 9372

Thisnumbercanthenbeusedin classessuchasconnection.javaandswitchboard.java

in switch statements to check for the incoming message type. E.g.

switch ( command ) {

case messages.MSG:

 ...

break;

case messages.VER

 ...

break;

This makes the code easier to maintain and to program.

ßîí�ï�ð3ñLò!ó%ô´õ!à#âºçöé3÷…ê
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This classprovidesthe methodsto calculatethe encryptionfor MD5, this classhas

not been written by myself as my time could be better used on the protocol

implementation.The class is a simple clean class written by Harry Mantakos,

harry@meretrix.com, I have been granted permission to use this class.
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While implementingthis project I havecomeacrossa few problemsthathavetaken

quite some time to solve.

����� ��������� �"!��#�$�&%(')�*�+��� ,.-/�0�21�34%2�5�6�27839�0�$1

Oneof themainproblemsI havefoundwith thephoneI amdesigningfor andcurrent

phonesof its genreis the limited memory. In particular creatingnew threadsand

disposing of threads in response to switchboard server connections. 

Every time you requireto talk to a new useror a userwantsto talk to you, a new

switchboardsessionneedsto be createdto talk to this user,this requirescreationof

anotherinstanceof a switchboardwith a newthreadin tow. This instantcreationof a

switchboardcan jump the memoryconstraints,if the memorygetstoo low thenthe

applicationwill fail. Before it fails a garbagecollection routinewill be called to try

and regain some memory, if this fails so will the application.

A garbagecollectionroutineis a function which automaticallymanagesmemoryfor

the application running. It helps free up memory automatically and dynamically create

it when required.In this casethe garbagecollection routine is being force invoked

when the application is running too low on memory in hope of freeing up some

memory.

ThebestmethodI foundfor preventingtheapplicationfrom failing wasto makesure

the applicationnever got to this state.By including a simple condition inside the

threadfor themainsynchronisationbetweenthenotificationserverandtheclient, this

was preventable.

            /* Sort out GC */

            memStat = this.getMemStats();

            if (  memStat <= 46 ) {

                here.gc();

Syst em. out . pr i nt l n("+connection+memStat: at" +

memStat + "%");

            }
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Thecodeoverridesthedefaultgarbagecollectionroutineandmakessurethatthereis

always enough free memory to dynamically create threads.

Another methodI usedto stop memorydroppingquickly is within the style of my

code. Such as minimising method calls and object creation. 

[LWJ] Page 38 ± Performance programming
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It seemedno matterhow I encryptedthe string that wasreceivedduring a challenge,

theserveralwaystold methat it waswronganddisconnectedmy client.This plagued

me for quite a while. After doing someexhaustiveGooglesearchingandnewsgroup

reading I came across a thread of a message which explained it all.

©Q1P7W2E4J9R8U3S5©hadto beconcatenatedto thehashsentfrom theserver,why I

askedmyself.It seemsthis wasMicrosoft©sway of stopping3rd partydevelopersfrom

creating applications that would successfully work with the MSN protocol.

After that I was no longer being rejected.

NPO
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I cameacrossa problemwhentestingthecodeon my phonewhichdid notexistwhen

testingit on anemulatoron my desktopPC.My phonewould disconnectitself aftera

certainperiod.I thoughtaboutthis andrealisedthat theway GPRSworksmeansthat

you are connectingthrougha gatewaywith networkaddresstranslationand do not

have a direct IP connection to the MSN servers. 

Thereforeto keepthe GPRSprovideractiveandthe MSN sessionactive I createda

piece of code which ©pinged©the serversevery so often making sure the GPRS

connection and the MSN server connection knew I was still using them.

Example:

         if (loggedIn && listSynched && timer >= 55)

            {

                ping();

                timer = 0;

            }
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This code is taken from connection.java. After 55 ©ticks© of the thread the server would

be contacted.At first I simply changedmy statusto the statusI currently had,

thereforenot changing anything about my user statusbut making network data

transfer. This solved the problem.

Howeverlooking into the protocol a little deeper,MSN hadalreadyimplementeda

command for just this type of problem.

Example:

>> PNG

<< QNG

No transactionID©sareneeded,this makesfor a muchsimplerapproachthan I was

using before.

TFU5V WYX(Z\[]X�^+_a`�^cbPdedgfh_RZJX�i0_ajk`/l/j#mni�o/pqWrosjk`(p

To createa usablemobile phoneMIDlet packageafter compilation,the contentsof

the class files must be put into a jar file.

jar cf test.jar *.class

This will createa singlefile, test.jar,with thecontentsof all thecodein a compressed

form ready for upload and testing on the phone. Jar is a standard Java tool.
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The screenshot showsthe SiemensSMTK emulatorrunning the applicationI have

written as if it wereactuallyon a hardwaredevice.The outputon the screenof the

phoneshowsthedebuggingoutputshownon thedevice.Thewindow next to it is the

PC debuggingoutput,it showsexactlywhat is going on. The window at the bottom

right is a realMSN messengerprogramrunninga differentuseraccount,which shows

that the phone has just signed in.
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Using a prototyping approach means that the code was tested for functionality and

performance at each stage of its development. After all implementing a protocol is

more of an exact science, it either works or it does not.

As well as using an  emulator as described in the previous section, a target device was

used ± Siemens MT50. The emulator was useful for rapid development and

debugging of the application.

At frequent intervals, as the code was under development, it was downloaded to the

target device to test that it functioned correctly with all the practical limitations of the

device. 

The device and the desktop PC emulator have been shown to work correctly with the

MIDlet.
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Theoriginal aim of this projectwasto analyseandcreatea newgenerationof instant

messengerdevices,to createa ©proofof concept©mobile instantmessengerthat ran

natively on the phone. This project has proved very successful and all of the important

concepts of the MSN protocol specification have been implemented.

The evaluation is split into two parts, performanceevaluation and functional

evaluation. 

¢¤£R¥ ¦r§…¨ ©/ª#¨2«.¬�­(®¯§r°	±…¬�²�³e¬�´0µ0ª#­

This sectioncovershow well certain aspectsof my project perform in relation to

previousmethodsandresults.Performancecriteria is importantto this projectasthe

devicebeingdevelopedfor is limited, it hasonly a limited amountof memoryand

minimal CPU power. The next headingsimprove on two functions of previous

applications.
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The garbagecollection routine is a integral part of any Java virtual machine,it

dynamically managesmemory for the application and operatingsystem.Garbage

collection is important to this project as memory is limited.

The code was modified and run to output statisticsto a file, the main thread of

connection.javawasmodified to print out thememoryfreeasa percentageeverytime

thethreadwasrun (300ms).It wasthenrun twice, oncewith my overriddengarbage

collectionroutinewhich forcesa run andthe defaultonewhich runsonly at the very

last point.

The applicationwas loggedinto the MSN serviceoncewith the overriddengarbage

collection routine and once without. Each time a message was sent, therefore invoking

the switchboard methods.
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The two data sets were collected and plotted against each other.

During the time of stage1 the applicationloggedin to the service.As you cansee

straightfrom thestartof the login processtheoverriddenmethodhasmuchmorefree

memory to be dynamically allocated.

At stage2 on the x axis the requestfor a switchboardsessionhasjust beenreceived

and the appropriatedatastructuresare about to be created.The overriddenmethod

handlesit gracefullyandis left with plentyof memoryfor anotherinstanceif required

asshownby stage4. With the normalmethodhowever,it garbagecollectsat point 2

and then creates its data structure. 

Thenormalmethodis left with little freememoryafterstage2, asshownby stage3.

If anotherrequestfor a switchboardfrom a different usercamein, thenthe memory

would drop more and there would be a possibility of a crash.

The simpleoverrideof the default garbagecollectionroutinemakesthis application

more efficient at its task and less prone to crashing.
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Figure 9 Graph showing the performance of my overridden garbage collection routine against

the default routine
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Sendingmessagesfrom one client to another is the most frequent type of data

transfer.Themostnetworkdatawill beconsumedin this process,thereforethis is the

most appropriate area to model and improve.

For greaterperformanceandbetteroptimisationof networkbandwidth,whensending

messagesoverGPRSto anotheruser,thedefaultMSN messengermessageformathas

been cut down.

Default MSN messenger ©MSG©:

MSG 6 N 150\r\nMIME-Version: 1.0\r\nContent-Type: text/plain;

charset=UTF-8\r\nXMMS-IM-Format: FN=Microsoft%20Sans%20Serif; EF=;

CO=8000; CS=0; PF=22\r\n\r\nanother test :D

Thedefaultmessagestructurecanbe slightly modified to makeit shorter.Thereis a

needfor the descriptionof themessage,thecharactersetencoding,the format of the

messageandthe IM header.Howeverthe font nameandothercosmeticinformation

can be cleaned out giving:

MSG 6 N 100\r\nMIME-Version: 1.0\r\nContent-Type: text/plain;

charset=UTF-8\r\nXMMS-IM-Format:\r\n\r\nanother test :D

Removal of:

FN=Microsoft%20Sans%20Serif; EF=; CO=8000; CS=0; PF=22

This hasremoved50 charactersper message,the client which receivesthe cut down

messageswill still be able to processthemasnormal,but they will formattedusing

the clients default messageformat. This makesno differenceto the working of the

instant messages.
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With a cut down of 50 characters per message,

21    messages need to be sent for a gain of just over 1 kilobyte 

102   messages need to be sent for a gain of just over 5 kilobytes 

An averagemessagelength being 150 characterscut down to 100 charactersis an

improvement of 33.33% per message sent.

This might not soundtoo impressive,but all network bandwidthcounts.Remember

this is theoverheadfor eachinstantmessagesentwhetherit is a messagecontaining1

character or a message containing a couple of a hundred.

Havinga very activeconversationwith a anotheruseris a commonway to useIM as

it createsa bettersenseof a conversation.Thereforeshortermessagesoftenarelikely

to be sentthan largemessageslessoften. Using this cut down messageformat will

save bandwidth, per message a saving of 33.33% will be achieved.
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Functionallythis projecthasachievedall it setout to prove.It hasshownthatIM on a

limited and cheap device is possible with the current technologies available today. 

CurrentIM protocolshavebeencritically analysed,themostefficient andappropriate

protocol (MSN) has beendocumentedand implementedusing Javaand the J2ME

toolkit. I have improved efficiency by performanceprogramming,overriding the

default garbage collection and shortening the messaging format.

Instant messagingis becomingincreasinglypopular. With the rise of always on

connectedcableandADSL services,morepeopleareleavingtheir IM clientslogged

in to give them an online presence.With the useof this project, the possibility of

mobile online presence has been proven.

The systemspecificationsstatedearlier in this project haveall beenachieved.The

phone has a more efficient way of working with overridden garbagecollection

routinesetc.Thecodeis lessthan30 kilobytesin sizeandworkson bothanemulator

and on the actual phone.

TheMSN protocolhasbeenprovento bea portableandeasyto understandprotocol,

perfectfor this project.With the inclusionof commandssuchas©PNG©and©QNG©it

caters for all areas. 

Critically, the MSN protocol achievesall requirementsof this project.The protocol

alsosupportsotherfeaturessuchasfile sending,voicecallsandvideocalls,but this is

not feasible with a limited device phone on GPRS bandwidth. 

GPRShasbeenable to provide enoughlatencyand bandwidthto makethis project

possible. This is not much of a surprise as IM uses very little bandwidth.

Provedthroughoutthetestingstage,the functionspreviouslyspecifiedfor theproject

work correctly. My project has succeeded with all the goals it set out to explore.
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For thefirst time, theunderlyingtechnologieshavebeenintegratedin sucha way that

a projectlike this wasfeasible.Oneof themostimportantpointsof this projectis the

costof thedeviceandthecostof a GPRStariff. Thereis no needfor a PDA phoneor

a mini PC phone,just a CLDC MIDP phonesupportingGPRS.GPRShas many

cheap tariffs and a J2ME phone can be picked up for as little as £50.

This projectwasstartedto testthe feasibility of creatingan applicationthat ran on a

desktopPC with an internet connectionrun on a cheaplimited poweredmobile

phone.Quite conclusivelyI haveprovedthat it can,with the correctprogramming

techniquesand the right knowledge.With more time the applicationcould be made

into a full blown commercialapplicationby developingthe GUI and code further.

Microsoft have shown interest in the project.

Theapplicationcreatedfrom this projectcanlog into theMSN service,changeonline

statuses,sendandreceivemessagesandhasalsoimprovedon shorteningmessagesto

improve bandwidth usage.

J2ME programmingcan achievemore than it currently is. This project provesjust

that, especiallyconsideringa desktopPC applicationhasbeenprovedto work on a

mobile phone.

This project hasbeena successin proving cheapmobile instantmessagingis very

possible with the technologies as they are today.

In the processof creatingthis project the following major contributionshavebeen

made:ü

Interest from Microsoft has been shown
ü

A paper is being prepared for a conference in July 2003

Other contributions have been listed in section 1.8.
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This project was essentiallya proof of conceptimplementation,howeverthere is

furtherwork that couldbe doneto build on the foundationsthat this projecthaslaid.

Some ideas to build on this are discussed in this section:

&�')(*(,+.-0/21436587:969�5;1</=36>?1@'�A

To createa commercialapplicationfrom the foundationslaid by this projectwould

not be too difficult. 

The main bulk of the protocol hasbeenimplementedand not too much additional

work would be required.The graphicaluserinterfaceis a debuggingone,outputting

all networkinformationto the screen.This would beuselessfor a non technicaluser

in this field, thereforethe interfacewould needto be totally redesigned.Thorough

bug testing and prototyping would also be required to get the application to a

perfectly stable implementation.

Most importantly this project hasprovedthis is possibleby showingmobile instant

messaging working correctly.
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Generation3 mobilephonesareto providea hugeincreasein bandwidthandmobile

phonepower. The phoneI have beenimplementingfor is a cheaplimited device

mobilephone.Howeverrecentphonesareturning into PDAs andmini PCs,with the

G3 networkbandwidthandCPUpowertherewould not be muchthesephonesaren©t

capable of.

This project could easily be extendedto run on a G3 phonemakingthe application

capableof far more.Therewould be no needto limit the applicationdown from the

versionthat would run on a desktopPC.This would not only give the userthe same

look andfeel as the desktopPC versionof the applicationbut would alsocreatethe

possibilityof enablingvideo calls andvoicecalls over the MSN protocol.This could

allow cheaper voice communication. This is a very interesting area for future work.
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Thisprojecthasbeenanenjoyableexperienceto work onandI havelearnta lot in the

fields of mobile programming, instant messengers and wireless technologies.

Mobile online presenceis now a possibility and a way for things to come in the

future.With alwayson, digital wirelessinternetconnectionsfrom mobiledevicesthe

possibilitiesareendless.Applicationswhichwereonceonly possibleona PCarenow

implementable on cheap portable devices, especially with the integration of

Generation 3 phone technology.
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