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Instantmessengerare becomingan increasinglypopularway to communicate One
of themainreasondor thisis the simplicity of communicatingo manyusersatonce.

Currently no implementation exists for a limited device phone.

This project aims to critically analyse current instant messenger protocol
implementationsn orderto testthe feasibility of a portableinstantmessengeclient
runningon a limited devicephone.This will enablea userto haveanonline presence

outside the use of a desktop PC on a relatively cheap device.

The client will be a versionof a desktopPC instantmessengerunningon a mobile
phoneover the internet. This project will utilise J2ME (JavaTwo Micro Edition)
technologyfor the programmingplatform, GPRS (GeneralPacketRadio Service)
technologyfor communicationacrossthe internet and MD5 (MessageDigest 5)
technology for encryption when needed.

The most efficient protocol for this project was found to be MSN.
This project hasproventhat an online presenceusing limited device mobile phone

instantmessagings possibleover GPRSwirelessinternettechnologyusinga desktop
PC instant messaging protocol.
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The purpose of this report is to investigate online presencewithin a wireless

environment. This will involve critically comparing current instant messenger
protocols and implementations,analysing the capabilitiesof a J2ME compatible
phoneandcreationof aninstantmessengeapplicationto run on a J2ME phoneover

GPRS wireless IP technology in order to test its feasibility.

The implementedprotocolwill be the one that bestfits the criteria after the analysis
and evaluationof currentprotocolshasbeencompleted.Thesetermswill be further
described in this section.

Instant messagingrefers to near real-time passingof messagedackwardsand
forwardsfrom one computerto anotherover a networkto createthe look andfeel of

an interactive conversation. The passing of messages may be to one person or more.

InstantmessengerBavea 'buddylist’, thisis alist of friendson the instantmessenger
clientandis usually storedon a centralserver.Each'buddy'on the list hasan online
statuswhich is updatedasthe statusof the buddyis. For example,on the list there

will be offline users, online users, away users and busy users etc.

There are four main leadersin instant messengeiprotocols, these are Windows
Messenger(MSN), Mirabillis/AOL ICQ, Yahoo Messengerand AOL Instant
MessengefMSN-03][AIM-03][ICQ-03][YAHOO-03]

There are many more messengerdut theseare the most popularand most widely
used.ICQ is statedto havea userbaseof 116 million. Microsoft InstantMessengers
bundled with Internet Explorer and all versions of current Microsoft operating

systems, therefore the user base for this messenger is becoming increasingly large.

Instant messaging will be referred to as IM from now on.
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Currently IM clients run on a computerconnectedto the Internet using IPV4 to
communicate. Different clients cannot intercommunicate.For example MSN
Messengerintercommunicatingwith  Yahoo messengeris not possible. This is
becauseddifferent messenger$ave defined different protocols. ThereforeeachIM
client uses a different implementation to achieve the same goal.

CurrentIM implementationgor the PC presenthe userwith an online presencean

internet status defining whether the user is free for contactor not. This online

presencecan take different statusesFor example,“Away”, “Dinner”, “Just stepped
out” etc. The IETF (Internet EngineeringTask Force) are currently looking into

standardisedPresenceand IM (PRIM), Sessioninitiation Protocol (SIP) and Instant
Messaging and Presence Protocol (IMPMPP-03]PRIM-01][SIMPLE-03]

The IETF is moving to makedifferent IM systemswork together,standardgor IM
protocolsare startingto finalise. Currentlyindividual company@i$1 applicationsuse
a companyspecific protocol that they have defined. Quite often theseprotocolsare
undocumented.

SIP, Sessionnitiation Protocol,is usedto keeptrack of internetpresenceand buddy
lists, for exampleto notify a userwhenone of his friends comesonline. Recently
peoplehave beenlooking into extendingthe SIP to transfermessagesPRIM helps
keep track of userffc3428-02]

PRIM, PresencandInstantMessagingthereis aworking groupfor the development
of PRIM. "The purposeof this working group is to producea setof protocolsfor
Presence and Instant Messaging serviffeRIM-01]

MSN messengemitially providedfunctionality to allow its usersto talk to AOL IM
users,AOL soonput a stopto this andblockedincoming MSN instantmessage$o
their users. Interoperability seems like it could be difficult to achieve.

Currently, thesestandardsare being developedand are not in use by many of the
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major IM clients.

However, Microsoft has beeninvolved with the IETF and other companieso help
createa standardor IM. Microsoft haspublishedtheinitial MSN Messengeprotocol
asareferencewhich makesit easyfor otherIM serviceso communicatevith MSN

Messenger service.

AOL IM has also been heavily involved in the furthering of IM technologies.
aWe haveparticipatedn industrydiscussionshroughthe IETF abouthow to achieve
the goal of interoperabilityamonginstantmessagingietworks.At the sametime, we
haveresistedefforts by our competitorsto imposea "quick fix" systemthat would
jeopardizeour members@rivacy and security. Both of thesedecisionshave been
guidedby two bedrockcommitmentsTo provide consumerswith a secure private,
and convenientonline experienceandto help build a mediumwe canall be proud
of.° [AOL-OPENIM-03]

It seemghatfor interoperabilityas previouslyspokenaboutby AOL, thereneedsto
be major changesin all the protocolsto adopt a more standardisedand widely
accepted approach without compromising security.

"GeneralPacketRadio Service (GPRS) enablednetworksoffer ©always-ontagher
capacity, internet-based content and packet-based data sefNE&EWORLD-03]

This packet-basedservice allows for enough bandwidth for e-mail, multimedia
messageandin this caselM. The mostimportantfeaturefor this projectis alwayson
wirelessIP, enablingthis projectto give an online presencedo the userwhereverthe
mobile device may be.

GPRSenableghe useof TCP/IP over IPV4. GPRShas1 IP addresger connected
subscriber and is allocated when the connection is reqUe&Eed NET-00]
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GPRS uses GTP, GPRS Tunnelling Protocol, for tunnelling data and signalling
betweenGSNs,GPRSSupportNodes,on the network. This topic is really out of the
scopeof this project, all that needsto be understoods the simplestconceptof the
functions GPRS provides, being used as a layer to communicate with the internet.

J2ME (Java Two Micro Edition) is a scaled down version of Java specifically made
for small consumer devices. It enables a portable programmable environment for
small devices. J2ME defines a series of Java virtual machines each for a different
device. A group of APIs that can run under the virtual machines, known as
configurations or profiles, tools for deployment and device configurations.

Java Applications

MIDP Connected Limited Device Configuration, CLDC, is designed
CLDC for devices with intermittent network connections, small
Native OS amounts of memory and slow processors. Typically made for

Handset / Device | pDA®©s and mobile phones, a common profile for such a device

Figure 1 Model of as quoted by SUN Microsystems is "either a 16 or 32 bit
implementation processor with a minimum of 128KB to 512KB of memory
available for the Java platform implementation and associated applicdsaiis-03]

MIDP - Mobile Information Device Profile this contains classes for user interface,
storage and networking.

Putting together the device, the profiles, the configurations and a virtual machine a
fully programmable mobile networked device is created. Network traffic will be sent
and received through the handset / device over GPRS.

MD?5 is the encryptionroutine used by many messengerso encrypt data before
sendingto makesureit is secure A goodexampleof thisis whentheIM clientlogs
into the server, the passwordwill be sent encryptedwith MD5 and the servers
response will also be encrypted to ensure data privacy.
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"The MD5 algorithm takesas input a messagef arbitrary length and producesas
outputa 128-bit "fingerprint” or "messageadigest” of the input. " As quotedin the
MD5 RFC[MD5-92]

MD?5 is a widely acceptedtechnologyand is usedin secureinternet applications
across the world.

By fusing together these technologies, IM, mobile IP, mobile programming and MD5
encryption it will be possible to create a mobile phone IM client which runs the same
protocol as a current implementation of a PC IM client.

Technically it will be an 2Instant Messenger MIDlet running on a Java Two Micro
Edition runtime phone over General Packet Radio Service®.

MIDlet stands for a Mobile Information Device Application.

The bulk of the project work will be the implementation of the proposed protocol in
Java to create an application for a J2ME mobile phone.

The main reasonfor integrationof the fore mentionedtechnologiess mobile online
presenceAny userloggedinto anIM servicehasan ©onlinpresence®is presence
allows any userwantingto contactanotheruserto know their statusbeforeinitiating
contact.

This may soundtrivial butit allowsfor a userspresenceo be known prior to contact,
for exampleif your presencevas,setto "Away: Meeting", thena personwantingto
contactyou would eitherwait until you werebackat your IM client beforeinitiating
contactor senda messageanyway, using it as an answeringserviceknowing you

would get the message when you came back.
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IM clientsautomaticallychangethe presencavhenthe keyboardor computerhasnot
beenusedfor a setamountof time. This is usually known as being©idle@his is an
example of automatically updating your online presence.

By giving your mobile devicean online presencethe momentyou stepoutsidethe
useof a computer,your online presencedollows you, allowing for cheapeffective
take anywhere communication.

Instant messagingis a near real time messagepassingservice, seeminglike a
conversationThis givesthe userof the IM client the ability to do morethansimply
talking to onepersonFor examplethe usercould be typing to anothemuseronthe IM

client while also conversing in real life.

This is wherelM hugely benefitsover voice calls. For example,aswell ashavinga
conversationwith your friend in Derby you could be talking to three other people
acrosshe world andalsowriting up your reportfor your final yearproject.Generally
it allows for more efficient human multi-tasking.

Beingableto talk to manypeopleat oncefrom aroundthe world hasobviousbenefits,
but a main oneis cost. The cost of bandwidthover GPRSand the internetis very
cheap these days, after all IM clients use very little bandwidth.

A mobile IM client will be more effective than current SMS messaging and will be far
cheaperA typical costfor half a megabyteof GPRSdatain Jan2003is £5, this might
sounda lot, but will be coming down as GPRSbecomeanore common.Justbefore
publication of this project | receiveda letter from my mobile network provider
informing me that my tariff for GPRShas changedfrom half a megabyteto two
megabytedor a poundless.This amountof bandwidthis all thatis neededor anIM

client. IM will allow for a more interactive conversation than SMS.

Recentlyit hasbeennotedthat SMS messagings becomingunreliable.A study by
Keynotein the USA of the major providers,showedthat 7.5% of the messagesent
werelost. To be considered®lostbe messagéadto be delayedby 120 secondsThe
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study was conducted for two weeks and 26,000 messages wejlcESeNROTE-03]

Commercially, portable IM clients would allow for easy communicationbetween
employeeslt would not be usedasthe only form of communicationput would be a

useful communication tool.

A goodreallife exampleof IM technologybeingusedtodayis in the US Navy. After
the eventsof Septembethe 11" 2001, the bombingof the pentagordestroyedmany
offices of someof thetop US Navy officials. Without an office manyofficials found
themselveswithout accessto the Navy©ssecure telecommunicationnetwork. A
company was brought in to produce a securelM application for the Navy to
temporarily us¢lEEEIM-02]

Currentlythereare 300 US Navy shipsat seain the Atlantic connectedvia a secure
IM service.[[EEEIM-02]
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Given the background feel this projectwill be usefulin enablingthe technologies
outlined to be implemented on existing devices.

Thecontributionsmadeby this projectin thefield of mobile programmingandinstant
messaging are as follows:

Class structure of J2ME IM client

Firstimplementatiorof limited devicemobile GPRSIM MIDlet with commented
source code

Overridden default garbage collection to increasefree memory for dynamic
allocation

Comparativeevaluationof currentIM clients, including breakdownof network
byte usage

Diagrammatic explanation of chosen protocol connections

Full UML for each class file

Model of implementation — Figure 1

The main goal for this project is to prove that interoperability betweendifferent
technologies is possible.

Other goals for this project include:

Documentation of chosen protocol

Implementatiorof aworking IM client for achosemmobilephonenot justaphone
emulator

Efficient working model

Thorough critical analysis of current IM protocols

Prove IM on a small cheap limited device is possible
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In this sectionl have beenanalysingthe advantagesnd disadvantagesf the four

mainIM clientsspecifiedearlier.l havelookedat protocolimplementationsfeatures
relevantto the project, bandwidthconsumptiorand packetanalysis.The final choice
is the IM client | decide to implement for a J2ME phone.

| havebeenanalysingthe amountof network bandwidthconsumedn the processof
logginginto the IM servicesand within the processof sendingmessaged. captured
the data using ethereal for LinJETH-03]

To makethe testsstandardisedeachIM accounthad the sameamountof userson
their buddy lists and each message sent contained the same message.
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Figure 2 Graph of network bytes for logging into the IM service and for sending a message

The graphplots the resultsof networkbyte consumptiorusedfor logging in andfor
sending a single message separated into overhead and payload.

The network byte results show quite clearly that AIM messengemusesthe most
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amountof bytes for logging in, both in overheadand payload and that Yahoo
messengeusesthe least.HoweverlCQ messengeusesthe mostbytesfor sendinga
message and Yahoo the least.

220

200

180

160 ——

140 ——

120 —

100 7 [ Logging in

80 | B Sending Message

Bytes per packet

60 —

40

20 T

AIM (AOL) ICQ MSN YAHOO

Figure 3 Graph of network efficiency, network byte consumption / packet consumption,
the higher the better

To measure network efficiency | plotted:

Network byte consumption
Packets used for logging in and for sending a message

The graphshowsthat AIM is the mostefficient for the loggingin processandICQ is
most efficient for sending messages. MSN seems to be the least efficient.

HoweverMSN doesnot sendmuchdatafor loggingin, the datait sendds alsoa very
activeconversatiorbetweernthe client andthe server.Thereforeeachpacketdoesnot
containmuchdata.WhereasAIM andICQ makeup thereown efficiencyby receiving
largeamountsof dataafter the userhasbeenauthenticatedThis extrainformationis
specific to the client, such as stocks and shares forecasts.
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Network byte consumptions going to be quite a considerabldactorin the selection
of anIM protocol.AIM messengemight havea smallmessagsendingfootprint, but

the logging in processconsumesa little too much network data for this project.
Analysingthe datapacketsfurther showsthis is dueto the extradatasentto the user
whenloggingin, suchasstocksandshareforecastsyweathemreportsetc. This leadsto

the opinion that AIM messenger would not be a viable option.

On closerinspectionof ICQ messengerdatapacketghe extraloggingin datais also
concerned with extra data about the user.

Currently Yahoo messenger seems to be the most viable option, followed by MSN.

ICQ and AIM consumea little too much network datato be a viable option with
wireless IP as it stands in February 2003.

This sectionlooks further into the protocol implementationsnvolved with the four
IM clients. | have analysedpacketsusing Etherealand have also useddocuments
relating to protocol specificationgETH-03]

For each of the protocols | have been looking at three specific properties. These are
Is it a binary or ASCII protocol?
Is a server used for sending messages or is it direct IP based?
Does a user need to be on your contact list / buddy list to be contacted?

Thereasondgor askingthesequestionswill be answeredn the critical analysisof the
protocols shortly to come.

AIM is an ASCII basedprotocol that sendsmessageso other clients over a main
server.A user doesnot needto be on your contactlist to be contacted.[PROT-
AOL-98]
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MSN is an ASCII basedprotocol that sendsmessage®ver a switchboardserver
which both userswantingto talk needto connectto. A userhasto be on your contact
list to be contactedPROT-MSN-99]

ICQ is abinarybasedorotocolthatsendamessagedirectly overIP basedconnections
unlessusersare offline or invisible thena serveris used. A userdoesnot needto be
on your contact list to be contact@dROT-ICQ-99]

Yahoois a binary basedprotocol that sendsmessagesver a serverto users.A user
does not need to be on your contact list to be contd&tBOT-YAH-03]

ASCII or text protocolsallow for a universalformat asthey are easyfor humansto
read and create without the need for tools.

The mainjustification for usinga binary protocolis whenthe datareally needsto be
packed so tightly that being able to easily read the structure no longer matters.

In generalusinga text or ASCII protocolis far easierandwill cut developmentime
in debugging and coding by a large degree.

Theimportanceof thesethreecharacteristichbetweeneachprotocolis vital to a good
implementation of an IM protocol.

ASCII protocols are easier for the programmer to debug, create and maintain.

Usinga serverto sendmessage$o eachuseris essentialasit hidesdetailsaboutthe
client. Most importantly it hidesthe IP addressof the userto be contacted.This
ensuregrivacy for the usersand helpsmaintainsecurityof the connectedleviceor
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computer.In a commercialsituationit helpsto removethe problemof insecurities

brought forward by using IM clients in the business environment.

Only allowing a userto contactanotheruserif they have beenauthorisedon both
userscontactlists or buddylists is also essentiafor this project. Most importantly it
protects against spammers, of recent, companies / individuals have been
implementingthe ICQ protocolto massspamuserson the serviceto advertisea site
or aproduct.This would be uselesdor a J2ME IM client asa greatdeal of network
bandwidth would be wasted on unsolicited messages.

Thereforethe only messengeprotocolwith all thesefeatureds the MSN protocol.As
bandwidth consumptionis a tight constraintand receiving unsolicited messages
would be a potential waste of network bytes, MSN is the messengeprotocol of
implementation choice.

Reiteratingthe main points, MSN IM client has proven to be one of the least
consumingnetwork byte implementationsit helpspreventnetworkbyte loss by not
allowing receptionof unsolicitedmessagesecurityis improvedby not publishinglP
addressesand finally it uses an ASCIl protocol making implementation and
debugging easier.
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This sectionlooks deeperinto the MSN messengeprotocoland analyseghe inside
workings ready for the design and implementation stages.

Using Etherealfor Linux, documentatiorof the MSN protocolfound on the internet
andthe initial specificationpublishedby Microsoft, documentinghe MSN protocol
has been possiblfPROT-MSN-99]

The MSN protocol connects through port 1863.

There are three types of servers associated with the MSN protocol:
Dispatch server
Notification server

Switchboard server

The dispatchserveris the initial serverthatis connectedo in the procesf logging
into the IM service.This serverhandlesthe client protocol versionand pointsin the
direction of the next server(Notification server)in the processof connectingwith
respect to server load.

The notification server is the main point of contact for the duration the client is logged
into the IM service. This serverdealswith the logging in process,validatesuser
details,makessurepasswordsrecorrect,issueschallengeschange®nline statusand
handlesrequestgo talk to otherusersWhena the userwantsto talk to anotheruser
detailsof the userto be spokento are sentto the notification server,the notification
servertheninitiates a switchboardsessiorbetweenthe userto be spokento andthe
logged in user.

The switchboardserveris the point of communicatiorbetweenoneuserandanother,
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it allowsaninteractiveconversatiorio be held. The switchboardserveris a goodidea
asit doesnot give client detailsaway suchas IP addressesThereforesecuringthe
environmentfor chatting.In a senseit createsa securechannelfrom one userto

another.

Conmuni cati on Key

[1] dient connects to the

Di spatch server

[2] Dispatch server redirects
client accordingly to a

Not i fication server

Once authenticated client is

| ogged in

[3] Cient wants to talk to

. |anot her user, client asks
Notification server for a

Swi t chboard session with the
user

[4] Switchboard session
granted, client and ot her user
notified,

client and other user connect
to Switchboard server

[5] dient and other user are
free to comunicate through the
Swi t chboard server

Figure 4 Diagram showing MSN protocol interconnections

| derived this diagram from a study of MSN specification and actual operation.

As stated before the MSN protocol is an ASCII based one.
E.Q.
VER 0 MSNP7 MSNP6 MSNP5 MSNP4 CVROCRLF

VER is a 3 charactermessagadentifier involved with communicationbetweenthe
clientandthe server.In this caseVER definesthe protocolversionswhich the client
can communicate .There are many different 3 charactercommandsthat define the
type of action to be taken.

0 is a numberthatis usedto sync message$from the client with messagesvith the

server.Every time a messagas receivedor sentthe numberis incrementedon the

serverand on the client. Thereforealways stayingin sync. E.g. The next message
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would be 1..2..3..etc.

MSNP7MSNP6MSNP5MSNP4CVRO aretheargumentgo VER, eachargumenis

separated with a white space.

CRLF (Character return followed by Line feed) is the parameter which specifies the

end of the message.

As white spaces are used as to specify a new argument, when one single argument has
many white spaces inside it, the white spaces have to be replaced by standard URL
encoding, therefore becoming %20.
E.Q.

Thomas Barker => Thomas%20Barker

(two arguments) => (single argument)

The uniqueidentifier for eachuseron the MSN network is an email addressthis
addresss gainedthroughthe Hotmail or MSN registrationprocess.Consistingof
eitherusernam@hotmail.comor usernam@ msn.com whereusernames the name
decidedupon during registration.This addresscannotbe changedwithout having a
new account.

This email addresds usedwhen contactinganotheruser,logging onto the network
etc. Although this in theory is your usernamethereis also a usernameparameter
storedwith your account,this allows you to specify a infinitely changeablé©handle©
for your account.This ©handle©what otheruserswill seewhenthey talk to you or
seeyou online, howeverthe email addresswill still be usedinside the protocol as
your main identification.

Userlist managemenis doneon the client side, the userlist is initially retrievedon
logging in, thenchangedo the userlist are sentfrom the notification serverasthey
arereceived.The MSN protocolalsoimplementsallow lists andblock lists, allowing
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control over who can talk to you and who can see your online status.

At any point once the useris logged on and authenticatedhe user statuscan be
changed. Valid statuses are:
NLN — Client comes online
BSY — Busy state
IDL — Idle state, this is an automatic state set by the client
BRB — Be right back state
AWY — Away state
PHN — On the phone state
LUN — Out to lunch state
FLN — Client goes offline
HDN — Maketheclientinvisible, client cannotreceive/ sendmessagebut cansee
other user statuses.

As statedbefore MD5 is usedin the MSN protocol, it is usedto ensureprivacy
between the client and the server when confidential messages are sent and received. In
particular it is used when verifying the password for authentication of the username.
Without MD5 encryptionbeingusedfor the log in procesghe passwordwvould have

to be sentin plain text, which would meanthat anyonecould ©sniffhe password
straightoff the network connection.

MSG 6 N 150\r\nMIME-Version: 1.0\r\nContent-Type: text/plain;
charset=UTF-8\r\nXMMS-IM-Format: FN=Microsoft%20Sans%?20Serif; EF=;
C0=8000; CS=0; PF=22\r\n\r\nanother test :D

The argumentsto this messageare the important parts, N specifiesthe type of
acknowledgementequiredof the messageAs canbe clearly seenthereareheaders
to tell the MIME type (MultipurposelnternetMail Extensions)the type of content
andthe characteencodingstandard©XMMS-IM-FORMATIS usedto definethatthis
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is aninstantmessageT he parametershatfollow areto do with thelook andstyle of
the messagesuch as font name,font colour, style (bold,italic etc) and point size.
Finally comes the actual content of the message, 2another test :D°.

Hereis an exampleof the protocolin action,it wasattainedby packetlogging MSN
messengefETH-03]

Green >> represents information being sent to the server
Red << represents information being received from the server

>>VER 0 MSNP7 MSNP6 MSNP5 MSNP4 CVRO
<< VER 0 MSNP7 MSNP6 MSNP5 MSNP4

Supported protocol versions are sent to dispatch server, server replies with supported

versions

>> INF 1
<< INF 1 MD5

Client asks for security package information, server replies with MD5 as the security

package.
>>USR2 MD5 | thomasbarker@hotmail.com
<< XFR 2 NS 64.4.13.55:1863 0

Client now sends email address, server will check to see if relevant information for
the next stage is available on the server. In this case it is and the client is transferred to
the NS (notification server) listed in the argument. The client must now connect to IP

address 64.4.13.55 on port 1863

>>VER 3 MSNP7 MSNP6 MSNP5 MSNP4 CVRO
<< VER 3 MSNP7 MSNP6 MSNP5 MSNP4
>>INF 4

<<INF 4 MD5

Same login process as before but this time on the notification server.

>>USR 5 MD5 | thomasbarker@hotmail.com
<< USR5 MD5 S1044812765.14800

Client sends email address, server responds with a unique MD5 hash, the server is

asking for the password for this account.

>> USR 6 MD5 S f8d26b967cdal13d3e394010fefd6d51c
<< USR 6 OK thomasbarker@hotmail.com Tomas

Client sends the previous hash (1044812765.14800) + the password in MD5
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encryption form. E.g. if password was ©26000, ©1044812765.148002600© would be sent
through the MD5 processor to give ©f8d26b967cdal3d3e394010fefd6d51c®. If the
password is correct the server replies with OK, the email address and the last saved
username. At this point the server sends a lot of general information such as age,

emails in inbox etc.

>> CHG 7 NLN
<< CHG 7 NLN

Client requests to come online, server acknowledges online status

<< ILN 7 NLN jimbobcundiff@hotmail.com JimBob
<< ILN 7 AWY JaneCundiff@msn.com Jane

Server sends details of user statuses of friends on the buddy list, for example JimBob
in online, Jane is away.

At this point the client is logged into the MSN service and is online. If the client
wanted to send a message to a friend, the client would talk to the notification server
and request a switchboard session with the user.

As statedearlier,beforemessagesanbe sentto anothemuseran agreedconnectiorto
the switchboard server is required. Example conversation of user talking with client:

Green >> represents information being sent to the server
Red << represents information being received from the server

<< RNG 1234567 64.4.13.73:1863 CKI 57413165.10448120
anotheruser@hotmail.com Handle

The user wanting to connect to the client has sent a request to the notification server,
the notification server sends this message to the client. ©12345670© is the switchboard
ID used when connecting to the switchboard, the next argument is the IP address and
port of the switchboard server. ©CKI© specifies that the next argument is a hash, there
is then the email address and handle of the user requesting a session.

\>> ANS 1 majorprojecttime@hotmail.com 57413165.10448120 1234567 \

Theclientreplieswith the clientsemail addressthe hashpreviouslyreceivedandthe
switchboard ID previously received.
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<< |RO 1 1 1 anotheruser@hotmail.com usershandle
<< ANS 1 OK

The switchboardserverrepliesto saythis useris availableandthat everythingis in
place and ready for communication between the user and the client.

Messagesare now sentand receivedusing the previously defined instant message

structure in section 3.9.

Once logged in, to change online status is a simple procedure.

The client sendsthe CHG (changestatus)commandwith the new statusBSY. The

notification server then replies to confirm.

>> CHG 7 BSY
<< CHG 7 BSY

Where BSY is the new statusto be changedto and 7 is the unique transaction
identifier. As specifiedearlierBSY could be any of the 3 characteronline statuses

shown in section 3.7.
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A challenges arequestirom the notification serverto reply to a messageentto the
client within a certainamountof time to confirm the client is the correctuser.The
notification serversendsa string which mustbe MD5 encryptedandsentbackto the
notification server.If correctthe serverreplieswith QRY andthe clientis allowedto
stayconnectedif notrepliedto or incorrectan OUT messagés sentandthe clientis
disconnected.

E.Q.

<< CHL 0 16172130581968921333

>> QRY 10 msmsgs@msnmsgr.com 32
8d2d5d91b77102bd48557e9fc9020d6e
<< QRY 10
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Fromthe information gatherecaboutthe MSN protocolit is now feasibleto write an
application conforming to the protocol.

To test the feasibility of having an MSN messengeprogramon a CLDC/MIDP
limited devicephonel will implementanapplicationthatwill be capableof doingthe
following:

Log into the MSN service and stay connected

Correctly respond to challenges

Send and receive messages

Change online status

Creationof a fully working applicationthat would be 100% user functional in a
commercial sense would be out of the scope of this project.

Although mostof the backgroundcodewill be createdn this project,ironing out the
bugsthat make an applicationstableand usableand creationof a intuitive graphical

user interface would take longer than is required of this project. After all, the hard part
of thecreationof a MSN messengefor a J2ME deviceis the creationof the protocol
conformance, not the hours of fiddling about with GUI components in a Java file.

The main tools to be used throughout the development life cycle are:

Sun One Studio 4 Mobile Edition
This is a free Javaintegrateddevelopmenenvironmentreatedoy SunMicrosystems
specifically aimed at developing mobile application MIDIEEJN-03]

Siemens Mobility Toolkit

This is a version of Sun©LLDC and MIDP with added extensionsbuilt on

specificallyfor the SiemensVIT50. | choseto developmy applicationfor the Siemens
MT50 as it is a cheapGPRS J2ME phoneand is a phonel currently own. The

implementedapplication should not be reliable on the Siemensextensionsand in
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theory should work on any J2ME phone.
Thetoolkit alsocomeswith a MT50 emulator,sol cantestthe codeon a desktopPC
before transferring it onto my phorfIEMENS-03]

With the useof UML | have specifiedthe interactionwithin the systemand the
classeghatarerequired.UML sequenceliagramshavebeenusedto showthe login
process and the process of talking to another user.

The class hierarchy is structured as follows:

TMSN
md connection userList user
md4 md5 messages switchBoard

Figure 5 Class hierarchy

Main GUI class, will also start the application running by calling the methods
required inside of connection.

Classconcernedwith all operationsbetweenthe dispatchserverandthe notification
server.

Classes concerned with the creation and maintenance of the buddy list.

Encryption classes, used to encrypt hashes received from the notification server.

Simple class to deal with the protocol messaging format.
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Classto handleall operationsbetweenthe switchboardserverand the other user
connected.

DetailedUML diagramsfor theimplementedclassesareincludedin the appendixof
this documentasthey would consumetoo many pagesthe diagramscontainall the
attributes and operations required to function correctly.

To give a betterinsight into how the client is to login to the MSN servicel have
createda sequencadiagramshowing the interactivity betweenall the classes.This
gives a clear structure of the code.

O HO

C TRSH : ; i ; . user . rd
users : userlist connect : connection I

cnnnection("messenger.hntmail.icom: 18631

run( )
calc(has:h)
hash
R o L S

addUser() :
S S e s S s g e RS s s R e s
addUser) : 5 i
user(alias, ad:dress, status)

Figure 6 UML sequence diagram to show the process of logging into the MSN service
From this diagramit canbe seenthatthe connectionthreadis startedby the default

constructor and continues to run creating the rest of the required data structure.
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To show the processof receiving a requestfrom anotheruser for a switchboard
session request, | have modelled the conservation in UML.:

-0 -0

connect © connection YzEL HEEl sh : switchBoard
ﬂ setupSwitchBoard( ) switchBoard( ]
connect( ] connectSE( ) |—|

L |—| run( |
I [

Figure 7 UML sequence diagram to show the switchboard process

Fromthis diagramit canbe seenthatthe connectiorthreadis calling the userclassto
createa switchboardor the calling user.This switchboards thenstartedanda thread
is createdto handle communicationbetweenthe switchboardand the user. The
importanceof this dynamicthreadcreationmeanghatall otherconversationganstill
be happeningfor examplethe main notification servercommunicationand perhaps

another switchboard session with another user are still running.
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With the design of the application in mind, the system should cohere to the following:

Efficient use of phone resources
Rejectinformationthattheimplementatiorcannotsupportsuchasfile sendingand
video calls

Ability to run on hardwaredeviceutilising GPRSand phoneemulatorrunningon
PC using internet connection to simulate GPRS

The code shall not be bigger than 30 kilobytes, as some J2ME phone
implementations do not allow code over 30 kilobytes to be run

Achieve all functions specified earlier
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This section describesthe individual classfiles which make up the J2ME MSN
MessengerMIDlet. Problemsencounteredn the developmentlife cycle will be
explained later in this chapter.

Thechoserprogramminganguagédor this projectis the only onepossible Java.This
allows for creation of an application that will run on any J2ME enabled mobile phone.

extends MIDlet implements CommandListener
TMSN is the main classand containsthe main methodsfor creationof the simple
debuggingGUI. It holdsaninstanceof the userlist andcreatesa simplemenufor the
GUI along with a text box for all network connection output to be shown.

Theclasscreateghe pushneededor the loggingin procesgo begin,it createsa new
instance of the connection class, which itself createsa new thread to handle
communication between the despatchserver and the notification server. The
importanceof creatinga new threadfor the connectionclassmeansthat the GUI is
still responsivewhile the connectionbetweenthe notification serverexists. Parallel
threadsare usedthroughoutthis project to enableall the different parts to work
independently.

connection connect;

connect = new connection(" messenger.hotmail.com :1863")

Theselines of codecall the previouslyinstantiatedconnectionand startthe process
runningby passingt therequirednameof theservicefollowed by the portto connect
to.
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implements Runnable
All communicatiorbetweerthe dispatchserverandthe notification serveris handled
by the connection class, it is run from within the thread method run().

This classparsesall incoming datafrom the network socketstreaminputStream.it
createsthe appropriatereply and talks back to the notification serveror dispatch
server using the network socket stream OutputStream.

Connectionis alsoresponsiblefor calling the hash() function of the MD5 routines
and for creatingthe appropriatedata structureswhen a userwants a switchboard
session.

implements Runnable
The switchboardclass handlesall aspectsof connectionsbetweena switchboard
server and another user.

A switchboardis dynamicallycreatedwhena userrequests sessionwith the client,
or when the client requests a session with a user.

Eachswitchboardsessiorncreatedhasa separatehreadto run on, by having parallel

threads many different users can simultaneously talk and communicate.

The userclassstoresdetailsabouteachuserand containsappropriatemethodsto set
and get details.

The userList class stores details about users, storing them in an array of the user class.
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Messagescontains the appropriateinteger constantsfor the 3 charactermessage
identifier. For example,

VER would be 9372

The numberis calculatedoy gettingthe integervalueof theletter V thenmultiplying
it by 100, gettingthe integervaluefor E thenmultiplying it by 10, gettingthe integer
value for R and multiplying it by 1, then adding the 3 numbers together.

Therefore,

86 x 100 = 8600
69x10 =690
82x1 =82

8600 + 690 + 82 = 9372

Thisnumbercanthenbeusedin classesuchasconnection.javandswitchboard.java
in switch statements to check for the incoming message type. E.g.

switch (command ) {
case messages.MSG:

break;
case messages.VER

break;

This makes the code easier to maintain and to program.

This classprovidesthe methodsto calculatethe encryptionfor MD5, this classhas
not been written by myself as my time could be better used on the protocol
implementation.The classis a simple clean class written by Harry Mantakos,
harry@meretrix.coml have been granted permission to use this class.
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While implementingthis projectl havecomeacrossa few problemsthathavetaken

guite some time to solve.

Oneof themainproblemsl havefoundwith thephonel amdesigningfor andcurrent
phonesof its genreis the limited memory.In particular creatingnew threadsand
disposing of threads in response to switchboard server connections.

Every time you requireto talk to a new useror a userwantsto talk to you, a new
switchboardsessiomeedsto be createdto talk to this user,this requirescreationof
anotherinstanceof a switchboardwith a newthreadin tow. This instantcreationof a
switchboardcan jump the memoryconstraintsjf the memorygetstoo low thenthe
applicationwill fail. Beforeit fails a garbagecollectionroutinewill be calledto try
and regain some memory, if this fails so will the application.

A garbagecollectionroutineis a function which automaticallymanagesnemoryfor
the application running. It helps free up memory automatically and dynamically create
it whenrequired.In this casethe garbagecollectionroutine is being force invoked
when the applicationis running too low on memoryin hope of freeing up some

memory.

Thebestmethodl foundfor preventingthe applicationfrom failing wasto makesure
the applicationnevergot to this state.By including a simple condition inside the
threadfor the mainsynchronisatiometweerthe notification serverandthe client, this
was preventable.

/* Sort out GC */
memStat = this.getMemStats();
if ( memStat <=46) {
here.gc();
Syst em out . pri ntl n("+connection+memsStat: at"  +

memStat + "%");

}
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Thecodeoverridesthe defaultgarbagecollectionroutineandmakessurethatthereis
always enough free memory to dynamically create threads.

Another method| usedto stop memorydropping quickly is within the style of my
code. Such as minimising method calls and object creation.
[LWJ] Page 38 + Performance programming

It seemedho matterhow | encryptedhe string that wasreceivedduring a challenge,
the serveralwaystold methatit waswronganddisconnecteany client. This plagued
me for quite a while. After doing someexhaustiveGooglesearchingand newsgroup
reading | came across a thread of a message which explained it all.
@Q1P7W2E4J9R8U3Sh@dto be concatenatetb the hashsentfrom theserverwhy |
askedmyself. It seemghis wasMicrosoft©sray of stopping3™ party developerdrom
creating applications that would successfully work with the MSN protocol.

After that | was no longer being rejected.

| cameacrossa problemwhentestingthe codeon my phonewhich did notexistwhen
testingit onanemulatoron my desktopPC. My phonewould disconnecitself aftera
certainperiod.| thoughtaboutthis andrealisedthatthe way GPRSworks meanshat
you are connectingthrough a gatewaywith network addresgranslationand do not
have a direct IP connection to the MSN servers.

Thereforeto keepthe GPRSprovideractive andthe MSN sessioractive | createda
piece of code which ©pinged®e serversevery so often making sure the GPRS
connection and the MSN server connection knew | was still using them.
Example:

if (loggedin && listSynched && timer >= 55)
{
ping();
timer = 0;

}
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This code is taken from connection.java. After 55 ©ticks© of the thread the server would
be contacted.At first | simply changedmy statusto the status| currently had,
therefore not changing anything about my user status but making network data
transfer. This solved the problem.

Howeverlooking into the protocol a little deeper MSN had alreadyimplementeda
command for just this type of problem.
Example:

>> PNG
<< QNG

No transactionD©sare neededthis makesfor a much simplerapproachthan| was
using before.

To createa usablemobile phoneMIDlet packageafter compilation,the contentsof
the class files must be put into a jar file.

ljar cf test.jar *.class \

Thiswill createa singlefile, test.jar,with the contentsf all the codein acompressed
form ready for upload and testing on the phone. Jar is a standard Java tool.
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Zoom Debugging/Tracing Help

+Cohnection+5298:110 A
<< INCOMING DATA <<< 11DQ*E0vN4ePgHHSY KRR pUSdCL 3kjt0bG UL g1 MeBE 36e2y
+connection+ [Default)

cannechion.run(] - aray empty

+connection+ memStat:13

+connection. sendmeg()LST 7 ALN

+connection+: 8514 L5T

<44 INCOMING DATA << LST 7 AL 41 1 thomasbarken@hatmail com thomasbark en@hatr
+oonnection+ [LST)

connection. pingl)

+connection. sendmzg[JCHG 8 MLNJL

+connection+: 7491:.CHG

¢4 INCOMING DATA <<< CHG 8 MLM <<<

+connection+ [Default]

+connection+: 8138: LM

<< INCOMING DATA <<< ILN 8 MLM thomasbarker@hotmail. com Tomas <<<
+zohhection [[LM]

e:thomasbarker@hatmail. com
u: T amas
Lzerlizt adduzen(]: T omas: thomazbark er@hotmail. canm

Cloze

majorprojecttime@hatmail ..
haz just signed in.

net

Figure 8 Example of code in action on the emulator

The screenshot showsthe SiemensSMTK emulatorrunning the applicationl have
written asif it were actually on a hardwaredevice.The outputon the screenof the
phoneshowsthe debuggingoutputshownon thedevice.The window nextto it is the
PC debuggingoutput,it showsexactlywhatis going on. The window at the bottom
rightis areal MSN messengeprogramrunninga differentuseraccountwhich shows
that the phone has just signed in.
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Using a prototyping approach means that the code was tested for functionality and
performance at each stage of its development. After all implementing a protocol is
more of an exact science, it either works or it does not.

As well as using an emulator as described in the previous section, a target device was
used + Siemens MT50. The emulator was useful for rapid development and
debugging of the application.

At frequent intervals, as the code was under development, it was downloaded to the
target device to test that it functioned correctly with all the practical limitations of the

device.

The device and the desktop PC emulator have been shown to work correctly with the
MIDlet.
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The original aim of this projectwasto analyseandcreatea new generatiorof instant
messengedevices,to createa ©proobf concept@obile instantmessengethat ran

natively on the phone. This project has proved very successful and all of the important

concepts of the MSN protocol specification have been implemented.

The evaluation is split into two parts, performance evaluation and functional
evaluation.

This sectioncovershow well certain aspectsof my project performin relation to
previousmethodsandresults.Performanceriteriais importantto this projectasthe
devicebeing developedfor is limited, it hasonly a limited amountof memoryand
minimal CPU power. The next headingsimprove on two functions of previous
applications.

The garbagecollection routine is a integral part of any Javavirtual machine,it
dynamically managesmemory for the application and operatingsystem.Garbage
collection is important to this project as memory is limited.

The code was modified and run to output statisticsto a file, the main thread of
connection.javavasmodified to print outthe memoryfreeasa percentageverytime
thethreadwasrun (300ms). It wasthenrun twice, oncewith my overriddengarbage
collectionroutinewhich forcesa run andthe defaultone which runsonly at the very
last point.

The applicationwasloggedinto the MSN serviceoncewith the overriddengarbage

collection routine and once without. Each time a message was sent, therefore invoking

the switchboard methods.
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The two data sets were collected and plotted against each other.
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Figure 9 Graph showing the performance of my overridden garbage collection routine against
the default routine

During the time of stagel the applicationloggedin to the service.As you cansee
straightfrom the startof the login procesghe overriddenmethodhasmuchmorefree
memory to be dynamically allocated.

At stage2 on the x axis the requestor a switchboardsessiorhasjust beenreceived
and the appropriatedatastructuresare aboutto be created.The overriddenmethod
handlegt gracefullyandis left with plenty of memoryfor anotherinstanceaf required
asshownby stage4. With the normalmethodhowever it garbagecollectsat point 2
and then creates its data structure.

The normalmethodis left with little free memoryafter stage2, asshownby stages3.
If anotherrequestfor a switchboardfrom a different usercamein, thenthe memory

would drop more and there would be a possibility of a crash.

The simple overrideof the defaultgarbagecollectionroutine makesthis application
more efficient at its task and less prone to crashing.
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Sending messagesrom one client to anotheris the most frequent type of data
transfer.The mostnetworkdatawill beconsumedn this processthereforethis is the
most appropriate area to model and improve.

For greatemperformancendbetteroptimisationof networkbandwidth whensending
messagesver GPRSto anotheruser,the defaultMSN messengemessagéormathas

been cut down.

Default MSN messenger ©MSGO:

MSG 6 N 150\r\nMIME-Version: 1.0\r\nContent-Type: text/plain;
charset=UTF-8\r\nXMMS-IM-Format: FN=Microsoft%20Sans%?20Serif; EF=;
C0=8000; CS=0; PF=22\r\n\r\nanother test :D

The defaultmessagestructurecan be slightly modified to makeit shorter.Thereis a
needfor the descriptionof the messagethe charactersetencoding the format of the
messagandthe IM headerHoweverthe font nameandother cosmeticinformation
can be cleaned out giving:

MSG 6 N 100\r\nMIME-Version: 1.0\r\nContent-Type: text/plain;
charset=UTF-8\r\nXMMS-IM-Format:\r\n\r\nanother test :D

Removal of:

\FN=Microsoft%ZOSans%ZOSerif; EF=; CO=8000; CS=0; PF=22 ‘

This hasremoved50 characterper messagethe client which receivesthe cut down
messagewvill still be ableto processhemasnormal,but they will formattedusing
the clients default messagdormat. This makesno differenceto the working of the

instant messages.
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With a cut down of 50 characters per message,

21 messages need to be sent for a gain of just over 1 kilobyte
102 messages need to be sent for a gain of just over 5 kilobytes

An averagemessagdength being 150 characterscut down to 100 characterds an
improvement 0883.33% per message sent.

This might not soundtoo impressive but all network bandwidthcounts.Remember
thisis the overheador eachinstantmessagsentwhetherit is amessageontainingl

character or a message containing a couple of a hundred.

Havinga very active conversatiorwith a anotheruseris a commonway to uselM as
it createsa bettersenseof a conversationThereforeshortermessagesftenarelikely
to be sentthanlarge messagegessoften. Using this cut down messagdormat will
save bandwidth, per message a savir@Ba33% will be achieved.
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Functionallythis projecthasachievedll it setoutto prove.It hasshownthatIM on a
limited and cheap device is possible with the current technologies available today.

CurrentlM protocolshavebeencritically analysedthe mostefficientandappropriate
protocol (MSN) has beendocumentedand implementedusing Javaand the J2ME
toolkit. 1 have improved efficiency by performanceprogramming,overriding the
default garbage collection and shortening the messaging format.

Instant messagingis becomingincreasingly popular. With the rise of always on
connectedccableand ADSL servicesmorepeopleareleavingtheir IM clientslogged
in to give them an online presenceWith the useof this project, the possibility of

mobile online presence has been proven.

The systemspecificationsstatedearlier in this projecthave all beenachieved.The
phone has a more efficient way of working with overridden garbagecollection
routinesetc. The codeis lessthan30 kilobytesin sizeandworks on bothanemulator
and on the actual phone.

The MSN protocolhasbeenprovento be a portableandeasyto understangrotocol,
perfectfor this project. With the inclusionof commandsuchas©PNG®Hd ©QNGO
caters for all areas.

Critically, the MSN protocol achievesall requirementf this project. The protocol
alsosupportsotherfeaturessuchasfile sendingyvoice callsandvideocalls,but thisis
not feasible with a limited device phone on GPRS bandwidth.

GPRShasbeenableto provide enoughlatency and bandwidthto makethis project
possible. This is not much of a surprise as IM uses very little bandwidth.

Provedthroughoutthe testingstage the functionspreviouslyspecifiedfor the project
work correctly. My project has succeeded with all the goals it set out to explore.
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Forthefirst time, the underlyingtechnologiehavebeenintegratedn sucha way that
aprojectlike this wasfeasible.Oneof the mostimportantpointsof this projectis the
costof thedeviceandthe costof a GPRStariff. Thereis no needfor a PDA phoneor
a mini PC phone,just a CLDC MIDP phonesupportingGPRS. GPRS has many
cheap tariffs and a J2ME phone can be picked up for as little as £50.

This projectwas startedto testthe feasibility of creatingan applicationthatran on a
desktopPC with an internet connectionrun on a cheaplimited powered mobile
phone.Quite conclusivelyl have provedthat it can,with the correctprogramming
techniquesand the right knowledge.With more time the applicationcould be made
into a full blown commercialapplicationby developingthe GUI and code further.
Microsoft have shown interest in the project.

Theapplicationcreatedrom this projectcanlog into the MSN service,changeonline
statusessendandreceivemessageandhasalsoimprovedon shorteningnessageto
improve bandwidth usage.

J2ME programmingcan achievemore than it currentlyis. This project provesjust
that, especiallyconsideringa desktopPC applicationhasbeenprovedto work on a
mobile phone.

This project hasbeena successn proving cheapmobile instantmessagings very
possible with the technologies as they are today.

In the processof creatingthis project the following major contributionshave been
made:
Interest from Microsoft has been shown

A paper is being prepared for a conference in July 2003

Other contributions have been listed in section 1.8.
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This project was essentiallya proof of conceptimplementation,howeverthere is
furtherwork that could be doneto build on the foundationgthat this projecthaslaid.
Some ideas to build on this are discussed in this section:

To createa commercialapplicationfrom the foundationslaid by this projectwould
not be too difficult.

The main bulk of the protocol has beenimplementedand not too much additional
work would be required.The graphicaluserinterfaceis a debuggingone, outputting
all networkinformationto the screen.This would be uselesdor a nontechnicaluser
in this field, thereforethe interfacewould needto be totally redesigned. Thorough
bug testing and prototyping would also be required to get the applicationto a
perfectly stable implementation.

Most importantly this project hasprovedthis is possibleby showingmobile instant
messaging working correctly.

Generatior3 mobile phonesareto providea hugeincreasan bandwidthand mobile
phonepower. The phonel have beenimplementingfor is a cheaplimited device
mobile phone.Howeverrecentphonesareturninginto PDAs and mini PCs,with the
G3 networkbandwidthand CPU powertherewould not be muchthesephonesaren®©t
capable of.

This projectcould easily be extendedo run on a G3 phonemaking the application
capableof far more. Therewould be no needto limit the applicationdown from the
versionthat would run on a desktopPC. This would not only give the userthe same
look andfeel asthe desktopPC versionof the applicationbut would also createthe
possibility of enablingvideo calls andvoice calls overthe MSN protocol. This could

allow cheaper voice communication. This is a very interesting area for future work.
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This projecthasbeenan enjoyableexperiencdo work onandl havelearntalot in the

fields of mobile programming, instant messengers and wireless technologies.

Mobile online presencas now a possibility and a way for things to comein the
future. With alwayson, digital wirelessinternetconnectiongrom mobile devicesthe
possibilitiesareendlessApplicationswhich wereonceonly possibleon a PCarenow
implementable on cheap portable devices, especially with the integration of
Generation 3 phone technology.
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http://www.ietf.org/rfc/rfc1321.txt
Creation date: April 1992

aMicrosoft Windows Messenger®
http://messenger.msn.com

a|ETF Presence and Instant Messaging proteawking group®
http://www.ietf.org/html.charters/prim-charter.html
Last Modified: 2001-07-31

aAOL AIM Protocol Specification®

Version: TOC1.0

Copyright (c) 1998 America Online, Inc. All Rights Reserved.
http://www.cs.berkeley.edu/~mikechen/im/protocols/

Henrik Isaksson

aVersion 5 of the ICQ Protocol°®
http://www.cs.berkeley.edu/~mikechen/im/protocols/icq/icqv5.html
Last update 30 July 1999, last checked: 11/04/03

R. Movva & W. Lai

a8MSN Messenger Service 1.0 Protocol®

Document: draft-movva-msn-messenger-protocol-00.txt

Microsoft
http://'www.cs.berkeley.edu/~mikechen/im/protocols/msn/draft-movva-msn-
messenger-protocol-00.txt

Created: 08/1999, last checked: 04/04/03

Yahoo Messenger Protocol (ver 9)

(Unofficial Documentation)
http://www.venkydude.com/articles/yahoo.htm
Last checked: 03/03/03

B. Campbell, Ed., J. Rosenberg, H. Schulzrinne, C. Huitema, D. Gurle
aSession Initiation Protocol (SIP) Extension for Instant Messaging 2
http://www.iptel.org/info/players/ietf/presence/

Created: December 2002, last checked 04/04/03
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[SIEMENS-03] aSiemens mobility toolkit®
Application development kit for the MT50 mobile phone
Siemens AG
Wittelsbacherplatz 2
D-80333 Munich
Federal Republic of Germany

http://www.siemens.com

[SIMPLE-03] IETF SIP for Instant Messagingand Presencd_everagingExtensionsworking
group
http://www.ietf.org/html.charters/simple-charter.html
Last Modified: 2003-01-16, last checked 04/04/03

[SUN-03] Sun Microsystems
Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054

http://www.sun.com

[YAHOO-03] Yahoo Instant Messenger
http://uk.messenger.yahoo.com
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[LWJ]

[WJIPP]

[CITM]

Qusay H. Mahmoud
Learning Wireless Java
OOReilly

ISBN: 0-596-00243-2

Vartan Piroumian

Wireless J2ME Platform Programming

The Sun Microsystems Press + Java Series
ISBN: 0-13-044917-8

John W. Muchow

Core J2ME Technology & MIDP

The Sun Microsystems Press + Java Series
ISBN: 0-13-066911-3
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